ABSTRACT Smartphone manufacturers have begun to market their products as water-resistant to gain market share. However, many consumers report that these smartphones are not actually waterproof as many of the advertisements suggest, and water damage is not included in the warranty policy. To understand how companies are attempting to protect their smartphones against water damage, this paper evaluates three popular smartphones (iPhone 7 Plus, Samsung S7 Edge, and Huawei P9 Lite). The phones were disassembled to assess the use of gaskets, glues, and other adhesives and emerging high-end technologies including waterresistant coatings and breathable fabric membranes. In addition, failure causes of water-resistant smartphones are discussed in terms of limitations of the ingress protection tests within the International Electrotechnical Commission 60529 standard. Warranty issues are then presented and recommendations are given.
I. INTRODUCTION
Almost 2.4 billion people used smartphones in 2017, and the number of smartphone users is expected to increase to more than one-third of the global population by the end of 2020 [1] . Consumers are so addicted to their smartphones that it is estimated that 61% have used their mobile phone in the washroom (bathroom/toilet) and 9% have dropped a phone in a toilet [2] . According to the International Data Corporation (IDC), in 2016, contact with water was the secondlargest cause of damaged smartphones in the world, topped only by shattered screens from mechanical impacts (e.g., dropping the phone) [3] . Therefore, besides longer battery life and a shatterproof screen, water resistance has become a key smartphone feature in demand by smartphone users (see Figure 1 ) [4] , [5] .
Advertisements from companies such as Apple, Samsung, and Huawei suggest that their smartphones are waterproof. For example, Apple's official website declares that their latest iPhones are splash-, water-, and dust-resistant [6] , and television and online commercials ( Figure 2 ) show water splashing on the iPhones [7] , [8] . Samsung's official website notes that their latest smartphones are dust-and water-resistant [9] . In particular, Samsung states that consumers do not have to
The associate editor coordinating the review of this manuscript and approving it for publication was Luca Cassano. worry about putting their Galaxy S7 and S7 Edge on wet surfaces and can use them in daily activities that come into contact with water [10] . Samsung's television and online commercials ( Figure 3) show that their smartphones not only can survive accidentally falling into water, but can also be reliably used in many activities associated directly with water [11] - [13] . Similarly, Huawei's commercials ( Figure 4 ) also indicate that their smartphones can survive water-related activities [14] , [15] . In fact, although the smartphone manufacturers state that their smartphones are ''water-resistant'', their commercials suggest that they are ''waterproof'', and most consumers do not distinguish between the terms ''waterproof'' and ''water-resistant''.
A product is water-resistant if it can resist the penetration of water to some degree. The term ''waterproof'' indicates that the enclosure of the device is completely impermeable to water [16] . Since only hermetically sealed products may be truly waterproof, and to avoid disputes and ambiguities for watches, ''waterproof'' was replaced by ''water-resistant'' in the International Organization for Standardization (ISO) 2281:1990 standard in 1990 [17] . Since then, only the term ''water-resistant'' has been used to describe electrical devices and the water resistance test standards set forth by the ISO and IEC (International Electrotechnical Commission) [18] - [20] . However, this creates new concerns because the expectations of what the term ''water-resistant'' means vary widely. Furthermore, as a relatively new electronic product, mobile/smartphones are not covered by a specific water resistance standard but are often considered to fit under the standards for the water resistance of watches and other electronic devices.
The R250 Pro, launched in 1999 by Ericsson, the Swedish networking and telecommunications company, was one of the first cellular phones advertised to withstand ''harsh'' treatment (i.e., water, dust, and shock) [21] . This phone had a magnesium frame and rubber molding, GORE-TEX membranes, rubber gaskets, and the judicious arrangement of the FIGURE 4. Advertisements for Huawei Mate 10: (a) dropping the phone into water [14] , (b) pouring wine onto the phone [15] , and (c) pouring water onto the phone [15] .
battery and antenna employed to help protect against dust and water [22] , [23] .
In 2006, Nokia launched the first water-resistant smartphone: the 5500 Sport. The phone's casing was a mix of metal edging and rubber with no holes into which dust or water could get through, making it impact, water-, and dustresistant [24] , [25] . This was followed by devices such as the Raku-Raku smartphone series released by Fujitsu in 2007 [25] , [26] , and the Casio W61CA [27] , [28] and the Motorola Defy ME525 [29] , [30] with touch screens and cameras. High-tech lightweight water-resistant smartphones started with the Apple iPhone 7, Google Pixel 2, Samsung Galaxy 7, and Huawei P9 [31] - [35] .
Today, many companies use water resistance standards, such as IEC 60529:2013, to provide guidance for their water ingress protection (IP) claims. For example, Samsung declares that the Galaxy S7 series is IP68 certified (the IP number will be discussed in the next section) and thus resistant to submersion up to a maximum depth of 1.5 m underwater for up to 30 min [36] - [38] . Apple claims that the iPhone 7 series is IP67 certified and can thus withstand being submerged in water for up to 30 min in a 1 m depth [31] , [39] - [41] , but liquid damage is not covered under warranty [42] , [43] . Google states that the Pixel 2 series can survive in water up to 1 m depth for 30 min [44] - [46] . However, a Google Pixel 2 XL user said that his smartphone was damaged after being sprayed with a bit of water from a shower head [47] .
Sony portrays people dunking their Xperia series smartphones in swimming pools, using the smartphone in the shower or under the tap faucet, and dropping the smartphone into the toilet [48] - [50] . Many consumers think that these smartphones are waterproof, but the smartphones can be damaged by water when used in the above situations [51] - [53] . In August 2017, Sony agreed to refund 50% of the manufacturer's suggested retail price of the Xperia series smartphone and extend the limited warranty for damage caused by water intrusion by an additional 12 months.
Samsung advertises its Galaxy smartphones are waterresistant and feature an IP68 rating. The official website [10] of the Galaxy S7 states: ''With the Galaxy S7 and S7 edge, you don't have to worry about putting your phone down on wet surfaces. You can carry on using it even after dropping it in water. You can play games by the pool, post selfies at the beach and call for a cab in the rain. They've been awarded the IP (Ingress Protection) rating of 68.'' Furthermore, Samsung commercials show people snorkeling and surfing with an S7 Phone, dunking an S7 phone in a fish tank, dropping an S7 phone under a garden hose, and with water spray directly onto an S7 phone [13] . However, some Samsung Galaxy S7 Edge users claimed their smartphones were damaged after being dipped in a couple of inches of water for less than 1 min [54] - [56] .
Although manufacturers tout their smartphones are waterresistant, millions of phones fail each year because of water damage [3] , [4] . Many smartphone users report that their IPcertified smartphones failed after they fell into less than 1 m depth of water for a few seconds [57] . For example, an iPhone 7 user claimed that his phone was damaged after it was dropped into a bathtub for no more than 5 s [58] . Another user claimed that an iPhone 7 was damaged after it was dropped into a toilet for 5 s [59] . When these users contacted the manufacturers, they were informed that the water-damaged smartphones were not covered under the manufacturers' warranty policy. For example, Apple declares that liquid damage is not covered under warranty [42] , [43] . Samsung claims that their ''standard limited warranty'' only applies when the product is used properly and does not cover damage resulting from exposure to liquid or moisture [60] .
There is clearly a contradiction in what a company advertises and what it warrants. In fact, Apple, Samsung, and Huawei have incorporated various liquid contact indicators (LCIs) to the subscriber identity module (SIM) card hole, USB port, headset jack, and/or other interior parts of smartphones [61] - [65] , which activate when they come into contact with high humidity, water, or some other liquids. Once the indictor changes color, the companies often use this information to deny warranty coverage [31] , [42] , [43] , [60] . This paper presents the concepts, design practices, tests, and limitations of water-resistant smartphones, with a case study assessment of three smartphones. Section 2 discusses the standards and ratings for water resistance. Section 3 describes the disassembly of three smartphones and identifies various water protection methods. Section 4 discusses the water-induced failure causes, and Section 5 describes the warranties and law issues against the failure caused by water ingress. Finally, Section 6 gives conclusions and recommendations.
II. STANDARDS AND WATER RESISTANCE RATINGS
To distinguish various levels or degrees of water protection, companies often use standards (see Table 1 ), although there is no standard specifically for smartphones. An ingress protection (IP) code, a part of the IEC 60529:2013 standard, is the typical method to rate the ability of electrical equipment with a rated voltage not exceeding 72.5 kV to withstand water (as well as solid foreign objects) through its case openings and electrical enclosures [20] . The IEC's IP code covers a broad range of industrial electrical products such as smart wristbands, computers, smartphones, and digital cameras, whereas the ISO has also published an IP code in the ISO 20653:2013 standard that specifically covers electrical equipment for road vehicles [66] .
Besides the international standards, countries and regions have also issued their own water protection standards, as shown in Table 2 , although most of them are generally no different than the international standards. In China, the GB/T 4208:2017 standard published by the National Technical Committee 25 on Electric Safety of Standardization Administration of China (SAC/TC25) is identical to IEC 60529:2013 but written in Chinese [67] . In Korea and Japan, the technical content of water ingress protection standards KS C IEC 60529:2006 (2017) and JIS C 0920:2003(R2013), established by the Korean Standards Association (KSA) and the Japanese Standards Association (JSA), are also identical to IEC 60529:2013 but written in Korean and Japanese, respectively [68] , [69] . In North America, the National Electrical Manufacturers Association (NEMA) established the NEMA 250:2014 standard to rate devices against environmental conditions including water, dust, oil, and atmospheres containing corrosive agents [70] . The experimental conditions of the NEMA 250:2014 standard are more stringent than those of the IEC 60529:2013 standard, and thus products that meet the latter may not necessarily meet the former standard [71] .
As there is no water protection test standard specifically for mobile (smart) phones, most smartphone manufacturers use IEC 60529:2013 to test and specify for water resistance. The degree of protection in the standard is specified by an IP code (Ingress Protection Rating), which consists of the letters IP followed by two digits and a supplementary letter ( Figure 5 ) [20] . The first number represents the degree of protection against the entry of foreign solid objects, including fingers and dust. These protection levels range from 0 to 6. The second number represents the degree of protection against the entry of water, with protection levels ranging from 0 to 9. The larger the number, the more water resistance the device is supposed to provide. An IP code with an ''X'' in place of the first or second number means that the device has not been tested for protection against the entry of solid objects (the first number) or water (the second number). Thus, IP6X indicates the device is supposed to be dust-tight whereas IPX7 and IPX8 indicate the device should be protected from water to some extent.
Supplementary test information is represented in the standard by the letters H, M, S, and W following the second digit. The letters M and S indicate that the testing is conducted when the movable parts of the equipment are in motion or stationary, respectively. The absence of the letters M and S implies that the degree of protection does not depend on whether parts of the equipment are in motion and may necessitate testing under both conditions [20] . For smartphones, the movable parts are physical buttons such as power, home, volume, and mute switch. Almost all smartphone manufacturers that provide IP codes only provide the water resistance levels, supplementary information on the water resistance tests, including whether the buttons are pressed underwater and how many times they are pressed, is not disclosed.
The general requirements for IP tests incorporate selected aspects of the atmosphere, the condition of the test samples, and type of water [20] . The recommended temperature range 42760 VOLUME 7, 2019 FIGURE 5. Ingress protection code [20] . is from 15 • C to 35 • C, relative humidity ranges from 20% to 75%, and air pressure is controlled between 86 KPa to 106 KPa. The test samples should be in new condition and clean [20] . There is no specified pre-conditioning of the test samples. The tests for water resistance are carried out with fresh (pure) water rather than water containing corrosive VOLUME 7, 2019 agents (which is not a common or realistic use condition). Only approximate ranges are given for the atmospheric conditions.
Furthermore, there is no requirement that the product be energized during the testing. When a smartphone is powered on during the test, a situation that clearly occurs in practice, the water can have a much more severe reliability impact on the smartphone. For example, if the smartphone remains powered on underwater there will be an electrical bias that can accelerate electromigration, and if the smartphone runs various programs, its internal temperature and pressure will increase, and this may also affect which water depth the smartphone can withstand. In addition, if the smartphone plays music or video underwater, water may more readily enter the smartphone from the speaker and microphone that allow air in and out of the smartphone.
IEC 60529:2013 also contains the acceptance conditions for each water protection test. For water-resistant smartphones, the commonly used IP codes are IP67, IP68, IPX7, and IPX8. The IPX7 and IPX8 water protection tests are intended to determine whether the enclosure of a device can provide enough protection under temporary and continuous immersion in water, respectively. In the IPX7 test, the lowest point of enclosures with a height less than 0.85 m is located 1 m below the surface of the water for 30 min; In addition, the temperature of the water and the device must not differ by more than 5 • C. The test conditions for IPX8 are subject to the manufacturer's requirements; they should be more severe than those for IPX7 and consider the condition that the enclosure will be continuously immersed in actual use [20] . After testing in accordance with the requirements of corresponding IP codes, the enclosure shall be inspected for ingress of water. The way the standard is interpreted, some liquid may enter an enclosure, but this does not automatically mean that the device has not met the requirements [72] , as long as it does not interfere with the normal operation of the device or impair safety. In addition, water should not accumulate near or enter the cable, reach live (electrically active) parts or windings, or deposit on insulation parts [20] .
The IEC 60529:2013 standard only gives some general experimental requirements and was not meant for smartphones. The standard requires the sample is new and clean before test, but whether the samples are energized is not specified. Although the standard gives rough temperature, humidity, and pressure ranges, passing the water protection test under a certain temperature, humidity, and pressure does not mean there will be water protection under other temperatures, humidity, and pressures. Furthermore, specific depth and duration of immersion in water for the IPX7 test are given in the standard, but the specific depth and duration of immersion in water for the IPX8 test are missing. In addition, the process of the device entering the water for IPX7 and IPX8 tests will affect the pressure on the device [72] , and this pressure will further affect the depth and time that the device can withstand immersion in water. Moreover, the acceptance criteria for the water resistance tests are vague. The tests only require that the water entering the device should not affect the normal operation of the device or impair safety, and the acceptable amount of ingress is unspecified and highly depends on the manufacturers. For example, one lab may pass a smartphone as long as short circuit does not occur, and yet accept that fact that there was a reduction of acoustic performance [73] .
To address some of the issues with the IEC 60529 standard, Gore & Associates developed their own test methods for liquid protection [73] . For example, while the IEC 60529 standard's IPX7 rating requires full submersion in 1 m of water for 30 min, Gore has developed a test protocol for shallow immersion.
III. WATER PROTECTION METHODS IN POPULAR SMARTPHONES
To assess the various methods that manufacturers are employing to make their smartphones water-resistant, we disassembled three popular smartphones: Apple iPhone 7 Plus, Samsung Galaxy S7 Edge, and Huawei P9 Lite (see Figure 6 ). The Apple iPhone 7 Plus has an IP67 rating [6] , and the Samsung Galaxy S7 Edge has an IP68 rating [9] , [10] . Huawei does not publish the water resistance rating for its P9 Lite, but it claims to have a nano-coating technology made by P2i and some traditional physical sealants to protect the smartphone from water [35] , [74] . Some water resistance tests suggest that the P9 Lite may be able to survive water immersion to a limited extent [75] , [76] .
The key water ingress points for smartphones are shown in Figure 7 . The touch screen, the main enclosure, and the rear case form the entire enclosure of the smartphone. The touch screens of all three smartphones are made of glass. The main enclosure and rear case of the iPhone 7 Plus are integrated and made of metal. The main enclosure and rear case of the Galaxy S7 Edge are made of metal and glass, respectively. The main enclosure and rear case of the P9 Lite are made of metal and plastic, respectively. Glass, metal, and plastic can ''deter'' water from entering the interior of the smartphone, although plastic can allow moisture to enter through diffusion. The connections between the touch screen and the main enclosure and between the main enclosure and the rear case should be sealed to prevent water from entering the smartphone. In addition, the entire enclosure is equipped with functional components (i.e., buttons (home, volume, mute switch, and power), SIM card tray, camera, flash, headset jack, and USB port) and openings (i.e., vent hole and sound guide holes for the microphone and speaker).
The specific protection methods from water at various ingress points are listed in Table 3 for the three smartphones. The connections between the touch screen and main enclosure, the main enclosure and rear case, and the functional parts and entire enclosure use gaskets, glues, and other adhesives help to create a barrier to prevent water ingress for all the studied smartphones. For parts that can both maintain a fixed connection and be separated when needed, such as the main enclosure and rear case or touch screen, various adhesives such as glue (Figure 8a ), adhesive strip (Figure 8b) , and double-sided adhesive tape (Figure 8c ) are used. For parts that are often pressed, rubber gaskets with a certain elasticity to achieve a sealing effect are used by the three smartphone manufacturers (see Figure 9 ). Apple and Samsung use a rubber gasket ring to seal the gap between the SIM card tray and main enclosure, whereas Huawei appears to provide no protection (see Figure 10) . The same holds for the connection between the USB port and main enclosure of all three smartphones (see Figure 11) . The iPhone 7 Plus does not have a headset jack, and the Galaxy S7 Edge uses a rubber gasket between the headset jack and main enclosure, whereas the P9 Lite does not use any protection around the headset jack. In order to prevent the headset jack and the USB port from being moved by the radial extrusion and stretching forces so as to cause gaps in the contact with the main enclosure, screws or adhesives are used to fix the headset jack and the USB port to the other interior parts of all three smartphones. Although the acoustic components, including the microphone and speaker, are arranged inside the smartphone, holes are required to allow air to enter/leave. The three smartphones use different water protection methods for the sound guide holes for the microphone and speaker. Apple arranges four sound guide holes for the three microphones and two speakers on the iPhone 7 Plus. Figure 12a shows that the sound guide hole for the top speaker is attached with mesh and a rubber gasket. Figure 12b shows that the sound guide hole for the noise-canceling microphone consists of a mesh, membrane, and a gasket. These meshes and membranes are porous and thus only ''deter'' water from entering. There is also a mesh attached inside the left and right sound guide holes at the bottom of the main enclosure, and these meshes are connected to the microphone and speaker through a plastic piece (Figure 12c ). The hole in the left and right sound guide holes nearest the USB port also allow air into the microphone, the remaining seven holes in the right sound guide hole allow air into the speaker, while the remaining seven holes in the left sound guide hole are vent holes that allow the air pressure inside the smartphone to equalize to the external air pressure. It is also noted that a denser mesh is arranged in the plastic part that is connected to the vent holes, whereas the other plastic pieces that are connected to the microphone and speakers have no mesh protection.
The Galaxy S7 Edge has four sound guide holes for the microphones and speakers. Figure 13a shows the sound guide holes for the bottom speaker and microphone. There is no mesh associated with the main enclosure, but there are gaskets and polytetrafluoroethylene (ePTFE) within the internal end of the sound guide holes to ''deter'' liquid water from entering the smartphone [77] . Another sound guide hole for the microphone at the top of the main enclosure, shown in Figure 13b , is covered with ePTFE and a rubber gasket, and the sound guide hole for the top speaker is covered by a mesh and a rubber gasket.
The P9 Lite has four sound guide holes for the microphones and speakers (Figure 14) . Figure 14a shows that a plastic mesh grill is placed at the front of the speaker to connect with the sound guide hole. A rubber housing is arranged at the bottom sound guide holes for the microphone. Figure 14b shows that a mesh is attached to the sound guide holes for the top speaker, whereas a rubber housing is placed at the sound guide holes for the top microphone.
The internal layout of the iPhone 7 Plus is shown in Figure 15a . The battery is wrapped with an insulating tape, and the main printed circuit board (PCB) is covered by water-resistant film [78] , [79] and metal. The concept is that water droplets will move away from the film surface when the phone is rotated, as shown in Figure 15b . Some circuits are covered by conformal coatings [78] , [79] , metal, and plastic, whereas other circuits are covered by glue (Figure 15c ) [80] . Furthermore, Figure 15c shows that the circuit cable is wrapped by insulating material. Some cable connectors are covered by glue [80] , whereas the other cable connectors are protected by foams.
The interior layout of the Galaxy S7 Edge shown in Figures 16a and b is covered by three plastic cases. The battery is wrapped by insulating tape, and the PCB is coated with conformal coatings (Figure 16c ) [81] , [82] . Figure 16d shows that the circuit cable is wrapped by an insulating material and the connection head is surrounded by a rubber gasket ring. In addition, the top surface of the internal connectors is covered by a film but there does not appear to be any water protection at the edges where the two connectors mate.
The P9 Lite uses a speaker assembly made of plastic to cover the bottom PCB and plastic and metal cases to cover the top PCB (Figures 17a and b) . The PCBs are claimed to be coated with nano-coatings (Figure 17c ) produced by P2i [83] . This technology consists of a very thin polymer coating (a form of conformal coating [84] , [85] ) on the surface of a part which Huawei claims provides protection spanning from humidity and weather, to splashes and spills and accidental submersion. The circuit cables are wrapped by insulating materials, whereas the cable connectors are protected by a rubber gasket ring or water-resistant tape (Figure 17d) .
In terms of reliability, coatings, glues, and gaskets can age over time and are prone to degradation as a function of temperature, pressure, and wear. In addition, degrading chemical reactions may occur when these parts are exposed to oils, cosmetics, suntan lotion, and water that contains corrosive agents. The meshes and membranes can only deter water from entering a smartphone, and the adhesives that fix the meshes and membranes and the meshes and membranes themselves can degrade and fail under various temperature, pressure, and mechanical force conditions [86] , [87] .
IV. FAILURE CAUSES
Statistics from 2016 show that over 900,000 smartphones are damaged each day [3] . While it is not well known how many of these smartphones are damaged by water, an earlier study from SquareTrade, Inc., showed that 31% of iPhone 3G models failed in the first 22 months. Two-thirds of those failures were considered to be some form of accidental damage, and 25% of the failures were caused by water damage [88] - [90] .
A 2017 report from Business Insider showed that the average time from purchase to failure of a smartphone is approximately 10 weeks. About 45% of smartphone owners had accidentally damaged their smartphones, with 28% of owners having dropped their phones into liquid and 8% having spilled a liquid onto their phone [91] .
Yet, when a consumer buys a smartphone billed as waterresistant, he or she generally expects it to be reliable in most VOLUME 7, 2019 situations that involve water, including but not limited to washing dishes, exercising, and various forms of accidental ''dunks'' in a sink, toilet, or pool. In addition, consumers also expect that this water-resistant notice includes the phone being moisture proof; For example, to be able to play music while you shower, and not be damaged when going from a cold office environment to a hot and humid outside environment.
On the other hand, the user manuals and official websites for Apple, Samsung, Huawei, and Sony note, generally in a small font below the water resistance rating, that their phones are not really water-resistant. For example, Apple states:
''Splash, water, and dust resistance are not permanent conditions, and resistance might decrease as a result of normal wear. To prevent liquid damage, avoid the following conditions: swimming or bathing with your iPhone, exposing your iPhone to pressurized water or high velocity water, such as when showering, water skiing, wake boarding, surfing, jet skiing, and so on, using your iPhone in a sauna or steam room, intentionally submerging your iPhone in water, operating your iPhone outside the suggested temperature ranges or in extremely humid conditions, dropping your iPhone or subjecting it to other impacts, disassembling your iPhone, including removing screws. In addition, minimize exposing your iPhone to soap, detergent, acids or acidic foods, and any liquids-for example, salt water, soapy water, pool water, perfume, insect repellent, lotions, sunscreen, oil, adhesive remover, hair dye, and solvents'' [6] .
Samsung's official website includes similar statements: ''Do not expose the device to salt water or ionized water. If your device is exposed to salt water, wash the device with fresh water, and then dry thoroughly with a clean, soft cloth. Otherwise, when it dries, salt may accumulate and block the primary microphone, earpiece, and external speaker. Physical damage to your device such as chips and cracks can significantly reduce its ability to resist dust and water'' [32] .
Although a manufacturer may claim that a smartphone is water-resistant, it can clearly still be damaged by water. Design defects, material defects, poor test methods, and aging can allow water damage to occur. Design issues were discussed in the previous section, along with protection methods. Material defects can occur in materials as a result of manufacturing and assembly processes.
In terms of test methods, those used to assess the water resistance of the phone are generally inconsistent with actual consumer usage conditions, as shown in Table 4 [20] , [92] - [94] . For example, the iPhone's IP67 code only means that the phone was tested under controlled laboratory conditions according to IEC 60529:2013. Besides the well-known indicators of the depth of 1 m and duration of 30 min, the temperature in wash basins, bathtubs, saunas, or steam rooms is likely to exceed the suggested temperature range under IEC 60529:2013, which will affect the efficacy of the physical sealing. In addition, fresh water is used in the tests, which differs from the water in common application conditions such as wash basins, swimming pools, bathtubs, and toilets. Chemicals and other ingredients in disinfecting agents (e.g., sodium carbonate and muriatic acid), perfumes, insect repellents, oils, adhesive removers, hair dyes, and solvents can corrode and wear out parts and seals, which ultimately causes the water resistance level of the smartphone to drop over time [95] . Moreover, the IP67 test only verifies the smartphone has already been placed in the specified depth (1 m) and can withstand fresh water up to 30 min, but in real life, the smartphone may accidentally fall quickly to the bottom of the water, which is likely to affect the pressure of the smartphone and further result in water ingression. Lastly, the water resistance test in IEC 60529:2013 uses a sample smartphone in new rather than used condition. Therefore, even though the smartphone has passed the IP67 rating test, there is no guarantee that water will not ingress during actual use.
As noted above, normal wear and tear can reduce a smartphone's ability to resist water. The materials and the main influential factors of water protection methods used in smartphones are given in Table 5 [96]- [98] . Most of these materials are affected by aging, which results in a degradation of their water resistance. The materials' normal aging as well as normal use of the device will also decrease the water resistance performance. Frequent use of the home, volume, and power buttons results in the wear and deformation of the rubber gasket ring. Insertion and extraction of the SIM card tray, charging cable, and headset can eventually loosen or damage the sealing. The water-resistant membrane and film that cover some smartphones also wears out due to contact with objects such as keys. The sealing can be adversely affected when a smartphone is disassembled for replacement of parts or other reasons. Finally, mechanical impacts can create delamination or cracks that further decrease water resistance.
There is no requirement to test each smartphone to determine if it passes the IP67 rating test before delivery to a customer. Furthermore, there is no guarantee that it will pass the rating test after normal use, even within the warranty period. Even when the internal water protection measures of the smartphone are still in good condition, water and contaminants in the water entering the inside of the smartphone (Figure 18a) can diffuse through or cause corrosion of conformal coatings, foams, adhesives, and glues. Furthermore, even if the internal water protection measures of the smartphone are still in good condition, water entering the smartphone may still contact with the junction of some wires to cause new circuit paths that can result in leakage currents or short circuits as shown in Figures 18b and 18c . If a short circuit occurs in the branch shown in Figure 18b , the corresponding parts will not work or will be damaged. But a short circuit that occurs in the battery, as shown in Figure 18c , can lead to battery damage or even an explosion.
V. WARRANTIES
Although manufacturers have declared their smartphones are water-resistant and can withstand water at depths of up to 1 m (for IP67) or 1.5 m (for IP68) for 30 min, many smartphones are reported as damaged after being dropped into water for a few minutes [57] - [60] . However, Apple and Sony explicitly claim that liquid damage is not covered under their warranty [6] , [99] . Samsung and Huawei also state that their standard limited warranty does not cover the damage resulting from exposure to water or a liquid containing water [51] , [100] .
Many smartphone manufacturers, such as Apple, have employed liquid contact indicators (LCIs) to determine if there was some water ingress. If there is contact with water, the indicator activates and changes color. Unfortunately, these indicators can be set off by high humidity and condensation (e.g., going from inside an air-conditioned office to outside when it is hot and humid), and from normal use such as washing dishes, walking in the rain, or exercising.
The LCI stickers are usually attached to the relevant parts of some potential water ingress points (e.g., SIM card hole, USB port, headset jack, etc.) or the interior parts, and help VOLUME 7, 2019 determine whether the devices have been in contact with water or a liquid containing water [61] - [65] . Manufacturers use LCI stickers to void warranties [90] .
VI. CONCLUSIONS AND RECOMMENDATIONS
There are no specific water-proof or water-resistant standards for smartphones. As a result, the IEC 60529:2013 standard has been adopted by most smartphone manufacturers to allow them to label their smartphones in terms of some level of water resistance. This standard requires a new smartphone to be tested in fresh water under certain temperature, humidity, and air pressure conditions.
To investigate the protection methods that manufacturers use to protect their smartphones from water, three popular smartphones (Apple iPhone 7 Plus, Samsung Galaxy S7 Edge, and Huawei P9 Lite) were disassembled and examined. The technologies included glues, gaskets, and adhesives between the connections of the housing and the functional components, meshes and breathable fabric membranes for the acoustic parts, and openings and conformal coatings including nano-coatings in the interior. Both the Galaxy S7 Edge and iPhone 7 Plus had some form of water-resistance methods at most of the potential water ingress points, whereas the SIM card tray, headphone jack, and USB port of the P9 Lite appeared not to be protected for water ingress.
Although smartphone manufacturers claim that their smartphones are water-resistant and can be used in some water-related activities, there are numerous reasons they are not by any means waterproof. First, the IEC test and analysis conditions used to obtain the IP rating may be quite different from the actual use conditions. Even if the smartphone is in a new and clean state, the smartphone is not likely to be immersed only in fresh (pure) water in real use. Contaminants or chemicals in water may decrease the water resistance. In addition, the IPX7 and IPX8 tests only verify the water-resistant performance of a smartphone that has already been (most likely slowly) placed in the specified depth in advance. In real life, a smartphone most likely accidentally falls quickly to the bottom of the water, an action that does not match the IP test conditions. Second, once the smartphone is out of the box, materials and components start to age and degrade, and normal use can loosen and damage the physical sealing and water-resistant coatings. Finally, the immersion depth and duration for the IPX7 test are specified, whereas no specific values are given for the IPX8 test. In addition, there is no indication on how to place the test sample into the specified depth of water, or on whether the smartphone is powered on during the test. Moreover, the acceptance criteria for the water-resistant tests are ambiguous, and the allowable water ingress is not specified.
Based on our study, several recommendations are given. First, manufacturers should stop the false and misleading advertisements regarding water resistance, or at least honor their warranty if a product was subjected to water damage under normal use conditions. The manufacturers only test their products under IEC 60529:2013 standard in the laboratory and do not consider the real-world conditions. Manufacturers should also develop more suitable experimental standards of water resistance specifically for smartphones. The test conditions within the standard should reflect user habits, e.g., accidental or intentional immersion in a wash basin, swimming pool, toilet, or bathtub.
Second, manufacturers should add a label that explains the product's level of water resistance in addition to citing the IP code. The IPX7 and IPX8 codes do not guarantee that the smartphone will still work properly after it has actually fallen into water. The current test conditions of IPX7 and IPX8 within the IEC 60529:2013 standard are only suitable for laboratory conditions rather than real-use conditions. For example, Samsung Galaxy S7 Edge features an IP rating of 68 and is water-resistant in up to 1.5 m of water for up to 30 min. Samsung should inform consumers that the waterproof depth and duration may not be achieved in real life usage.
Third, smartphone manufacturers should inform consumers in the user's manual and on their official website that the water-resistance technologies they use will degrade even under normal use.
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